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Chapter 1 S olu ti on O v er v i ew  

E x ec utive Summary 
This D esign and I mplementation G uide (“D I G ” ) represents a collaborative effort betw een Cisco Sy stems and 
J ohnson Controls in support of the J CI -Cisco Strategic Alliance.  The intent of this document is to provide 
guidance to the respective sales and technical organiz ations of each party  in the Alliance for the design, 
implementation and operation of secure, scaleable and repeatable B uilding Automation Sy stem (“B AS” ) 
netw ork s running on Cisco I P netw ork s.  
 
The B uilding Automation Sy stems mark et is accelerating q uick ly  tow ards a converged model w here CTO s and 
CI O s of organiz ations are w ork ing w ith their respective counterparts in the F acilities and Real E state 
departments of their organiz ations to deploy  integrated netw ork s.  There has been resistance in the mark et to 
deploy  B AS sy stems over production I T netw ork s due to concerns about security , access and availability  of 
critical B AS functionality  during netw ork  outages.  
 
Traditional B AS sy stems have historically  used direct-digital control communication protocols over RS-485 low  
voltage control netw ork s on dedicated w iring at the field-bus and device level.  U ntil recently , the protocols 
that support these communications have not provided any  security  in terms of data transmission to the ex tent 
that is req uired or ex pected of a ty pical I T netw ork .   
 
W ith the right approach to netw ork  security  and provisioning of a B AS sy stem using the B ACnet protocol, it is 
possible to support the deploy ment and operation of B AS sy stem over an I P netw ork .  This D esign and 
I mplementation G uide is a foundational document intended to support a w ide spectrum of B AS applications in 
secure netw ork  environments.  Subseq uent versions of this document w ill include use cases for vary ing 
building ty pes and applications. 
 
This D I G  represents the F o un d a tio n a l  I n f r a str uc tur e  phase of a comprehensive Connected Real E state 
(“CRE ” ) framew ork .  The foundational elements comprising this infrastructure include: 
 

• Advanced Routing and Sw itching 
• Netw ork  Security  
• Active D irectory  w ith Core U sers 
• L AN/W AN F irew alls / Security  Provisioning 
• V L AN Segmentation 
• Netw ork  Management 
• V PN Access Control 
• D evice L evel Security  
• B AS – B uilding Automation Sy stems, including but not limited to, control sy stems for HV AC, L ighting, 

F ire Alarm Monitoring, E levator Controls and E nergy -Monitoring Sy stems 
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O ther CRE  Solutions that w ill be deploy ed on top of this foundation w ill include such applications such as I P 
Telephony , U nified Communications, D ata Center Management, Phy sical Security , D igital Signage and many  
more specializ ed applications.  These applications w ill be defined as subseq uent use cases bey ond the scope 
of this D I G .  The nex t phase bey ond this D I G  w ill req uire definition and testing of the appropriate use cases 
that w ill be prioritiz ed as part of the CRE  Solutions Roadmap and development strategy .  

D oc ument O rganiz ation 
This document contains the follow ing chapters and appendices: 

 
Chapter or Appendix D es c ription 
Chapter 1 – “Solution O verview ”  Provides an E x ecutive Summary , B uilding 

Automation Sy stems – I ndustry  B ack ground and 
Contex t, D escription and J ustification for B AS 
over I P, Target Mark et O pportunities and Solution 
B enefits 

Chapter 2 – “Solution Architecture”  This chapter provides an overview  of the 
J ohnson Controls Metasy s F acility  Management 
Netw ork ing (F MN) solution architecture, as a 
means to describe the various sy stems, 
components, and their relation to each other to 
give contex t to the netw ork ing function and 
technical req uirements 

Chapter 3 – “B asic Netw ork  D esign”  The focus of this chapter is on basic Cisco 
netw ork  design principles and the netw ork ing of 
those I P enabled devices in each of the 
subsy stems in the F acilities Management 
Netw ork . 

Chapter 4 – “I mplementation of Security ”  This chapter describes the implementation of the  
Secure Architecture for I ntelligent F acility  
Applications k now n as SAI F A v1.0. 

Appendix  A – “Reference Architecture 
D iagrams”  

V isio diagrams illustrating J ohnson Controls 
sy stems running on a Cisco I P Netw ork  

Appendix  B  – “G lossary  and Acrony m L ist”  A table of most, if not all, of the terms and 
acrony ms used in this document. 
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Building Automation Systems - Industry Bac k ground 
and C ontex t 
I t could be said that the B uilding Automation Sy stems (B AS) I ndustry  has been in ex istence since W arren 
J ohnson patented the first temperature control sy stem in 189 5 1.  The industry  has evolved in many  w ay s 
since then, and w e are entering into a new  era of building intelligence, machine-to-machine communications 
and ex panded functionality  in w ay s that w e have not y et imagined. 
 
The latest trend that is dramatically  impacting our industry  is that of controlling and monitoring building 
automation controls over I P netw ork s.  This trend has accelerated in the past 3-5 y ears w ith the availability  
and proliferation of I P-based control sy stems and adoption of w eb services over I P netw ork s.  
 
The adoption and prevalence of this industry  trend is ex plained in detail in a report prepared by  F rost &  
Sullivan entitled “Impact Analysis of IP Protocols on Building Automation” 2 
 
“ IP-b a s e d  b u i l d i n g  a u t o m a t i o n  s y s t e m s  a r e  g a i n i n g  m o m e n t u m ,  t ha n k s  t o  t he  v a r i o u s  c o n t r i b u t i n g  f a c t o r s  
r a n g i n g  f r o m  i n t e r n e t  p e n e t r a t i o n  t o  c he a p e r  c o m p u t i n g  d e v i c e s  a n d  p l a t f o r m s .  In f o r m a t i o n  t e c hn o l o g y  i s  a  
p o w e r f u l  t o o l ,  a n d  e n t e r p r i s e s  c o u l d  e f f e c t i v e l y  e x p l o i t  t he  e x i s t i n g  i n f r a s t r u c t u r e  t o  i n t e g r a t e  b u i l d i n g  s y s t e m s  
i n t o  t he m ,  e n a b l i n g  r e m o t e  a c c e s s ,  m a n a g e m e n t  a n d  d i s t r i b u t e d  c o n t r o l .  
 
 T e c hn o l o g i s t s  d e s i g n e d  t he  n e x t  g e n e r a t i o n  IP t e c hn o l o g y ,  c a l l e d  IPv 6 ,  i n  s u c h a  w a y  t ha t  t he r e  i s  a n  IP 
a d d r e s s  a v a i l a b l e  f o r  v i r t u a l l y  e v e r y  g r a i n  o f  s a n d  o n  e a r t h.  O b v i o u s l y ,  t he  n u m b e r  o f  d e v i c e s ,  a p p l i c a t i o n s  
a n d  s e r v i c e s  b a s e d  o n  IP t e c hn o l o g i e s  a r e  g r o w i n g  e x p o n e n t i a l l y ,  a n d i t  i s   i m p e r a t i v e  t o  ha v e  s u f f i c i e n t  IP 
a d d r e s s e s  t o  c a t e r  t o  t he  s a m e .  
 
Pe r t a i n i n g  t o  t he  a p p l i c a t i o n  t y p e  a n d  r e q u i r e m e n t s ,  b u i l d i n g  o w n e r s  a n d  e n t e r p r i s e s  c a n  e x p l o i t  t he  
f l e x i b i l i t y  o f  IP t e c hn o l o g i e s  t o  r e a l i z e  i n t e r o p e r a b i l i t y  a n d  c o n v e r g e n c e .  It  i s  t o  b e  n o t e d  t ha t  t he r e  a r e  m a n y  
a d v a n t a g e s  i n  o p t i n g  IP t e c hn o l o g i e s ,  p o o r / c a r e l e s s  p l a n n i n g  o f  t he  n e t w o r k  i n f r a s t r u c t u r e  w o u l d  l e a d  t o  
d i s r u p t i o n  i n  b u s i n e s s  a n d  d a m a g e  t o  p r o p e r t y .  T he  n e t w o r k  m u s t  b e  c u s t o m i z e d  t o  p r o v i d e  a  p e r f e c t  b a l a n c e  
b e t w e e n  t he  c a p i t a l  a n d  t he  s e c u r i t y  o f  t he  n e t w o r k .  It  ha s  b e e n  f o u n d  t ha t  i n  m o s t  c a s e s  t he  u s e r s  c o n t r i b u t e  
t o  s e c u r i t y  p r o b l e m s ,  a n d  he n c e  t he i r  k n o w l e d g e  a n d  p e r s p e c t i v e  o f  n e t w o r k  s e c u r i t y  m u s t  b e  e n ha n c e d  f o r  t he  
b e n e f i t  o f  t he  b u i l d i n g . ”  
 
This D esign &  I mplementation G uide (“D I G ” ) is specifically  focused on  the J ohnson Controls Metasy s sy stem 
program and related technologies from Cisco Sy stems.   I n this D I G , w e are going to concentrate on those 
technologies and services that are available today .   
 
W hile there are many  ex citing developments on the horiz on, the scope of this D I G  w ill be limited to generally  
available hardw are and softw are sy stems that are in current release, are supported by  J ohnson Controls and 
Cisco Sy stems and can be easily  obtained by  our mutual customers using established channels and methods 
of procurement, installation and support.  
 
 
 
 
 
 
 
 
 

                                                           
1  T h e  f i r s t  c o m p le t e  A u t o m a t i c  T e m p e r a t u r e  C o n t r o l S y s t e m  [ e c o n o m i c a l t o  i n s t a ll a n d  o p e r a t e ,  lo n g -la s t i n g ,  a n d  e x t r e m e ly  e f f e c t i v e  i n   
m a i n t a i n i n g  a  c o n s t a n t  t e m p e r a t u r e ]  w a s  p a t e n t e d  i n  189 5  b y  W a r r e n  S .   J o h n s o n .    ( p e r  A S M E  - A m e r i c a n  S o c i e t y   o f  M e c h a n i c a l 
E n g i n e e r s )  
 
2 IMPACT ANALYSIS OF IP PROTOCOLS ON BUILDING AUTOMATION – Fr o s t  &  Su l l i v a n  – Re p o r t  DA0 9  - ©  2 0 0 7  F r o s t  &  S u lli v a n  
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There are several standards that describe how  B uilding Automation Sy stems are to be designed and 
implemented.  The most predominant standards that affect this D I G  are the follow ing: 
 
C o n str uc tio n  S p e c if ic a tio n s I n stitute  -  O ver the last forty  y ears, ���������	�� ™  has become the leading 
standard for organiz ing nonresidential construction specifications, and is now  almost omnipresent in the AE C 
industry , thank s to the many  applications for w hich it has been utiliz ed. I n 2001, the Construction 
Specifications I nstitute (CSI ), along w ith sister organiz ation Construction Specifications Canada (CSC), 
charged the ���������	��
 E x pansion Task  Team w ith ex amining w hether there w as a need to revise and 
possibly  ex pand the 19 9 5 edition of ���������	��
to accommodate changes that have tak en place in the 
industry  since that version w as published. 
 
���������	��
� � � 
 
� � � �� �� � 
� � 	� ���
�� � 
� � �� ��
is a master list of numbers and subj ect titles for 
organiz ing information about construction w ork  results, req uirements, products, and activities into a standard 
seq uence. Construction proj ects use many  different delivery  methods, products, and installation methods. 
Successful completion of proj ects req uires effective communication among the people involved. I nformation 
retrieval is nearly  impossible w ithout a standard filing sy stem familiar to each user. ���������	��
� � 	� ���
�� � 

� � �� ��
facilitate standard filing and retrieval schemes throughout the construction industry . ���������	��

� � 	� ���
�� � 
� � �� ��
are suitable for use in proj ect manuals, for organiz ing cost data, reference k ey notes on 
draw ings, for filing product information and other technical data, for identify ing draw ing obj ects and for 
presenting construction mark et data. 
 
E ach ���������	��
number and title defines a “section,”  arranged in “levels”  depending on their breadth of 
coverage. The broadest collections of related construction products and activities are level one titles, 
otherw ise k now n as “divisions.”  E ach division in the ���������	��
� � � 
 
� � � �� �� � 
� � 	� ���
�� � 
� � �� ��
is made up 
of level tw o, level three, and occasionally  level four numbers and titles assigned by  ���������	��, each of 
w hich delineate a gradually  more detailed area of w ork  results to be specified. 
 
The sections and levels most applicable to this D I G  are the sections that pertain to the follow ing sections in 
the F acility  Services Subgroup: 
 
������ � � � 	 
 � �� � 
 � 	 
 � � 	 
 � �� 
 � �� 	 � �� � 
 � 	 � 	 � 
 	 
 � � �HV AC subj ects relocated from D ivision 15 in 
���������	��
� � � � 
� � � �� �� . 
�� ���� 
 � � � � � � � � �� � � � � � � 	 � 
 � � E x panded integrated automation subj ects relocated from D ivision 13 in

���������	��
� � � � 
� � � �� �� . 
�� ���� 
 � � � � 	 � � 
 � � E lectrical and lighting subj ects relocated from D ivision 16 in ���������	��
� � � � 
� � � �� �� . 
�� ���� � � � � 
 	 � � � 	 � 
 � � � E x panded communications subj ects relocated from D ivision 16 in ���������	��
� � � � 

� � � �� �� . 
 
The second maj or standard that impacts this D I G  is I S O  S ta n d a r d  16 484. 
 
I SO  16484-2:2004 specifies the req uirements for the hardw are to perform the task s w ithin a building 
automation and control sy stem (B AS). I t provides the terms, definitions and abbreviations for the 
understanding of I SO  16484-2 and I SO  16484-3. I SO  16484-2:2004 relates only  to phy sical 
items/devices, i.e. devices for management functions, operator stations and other human sy stem 
interface devices;  controllers, automation stations and application specific controllers;  field devices and 
their interfaces;  cabling and interconnection of devices;  engineering and commissioning tools. 

I SO  16484-2:2004 show s a generic sy stem model to w hich all different ty pes of B ACS and their 
interconnections (B ACS netw ork ) can fit. A graphical concept of the B ACS netw ork  in terms of L AN 
topology  w ill be provided in I SO  16484-5. 
A copy  of this standard can be dow nloaded from the I SO  w ebsite: 
http://w w w .iso.org/iso/iso_ catalogue/catalogue_ tc/catalogue_ detail.htm? csnumber= 29 682 
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An ex cellent view  and presentation of this standard w ithin the contex t of this D I G  is provided by  Steve Tom, 
PE , PhD , D irector of Technical I nformation, Automated L ogic Corporation in an article published by  
Automated B uildings.com.  Here is the link  to the article:   
(http://w w w .automatedbuildings.com/new s/dec04/articles/alc/stom.htm)  
An ex cerpt of this article is provided below : 
“W ithin the B AS industry , W eb services are already  being used w orld-w ide to import HV AC after-hours use 
and utility  meter readings into accounting sy stems and automatically  generate tenant bills. They  are also 
being used to automate commissioning tests, calculate and compare energy  use by  similar facilities, and to 
create “virtual thermostats”  that give users control over their office environments. Test programs are 
integrating building automation sy stems w ith utility  sy stems, implementing control options based upon real-
time utility  pricing and implementing energy  curtailment during emergencies. U niversities and other large 
complex es are ex perimenting w ith using W eb services to create interactive w eb pages, integrating utility  
consumption, maintenance management, cost accounting, record draw ings, and other facility  sy stems into a 
“facilities portal,”  a single user interface that can be used to access all of these sy stems.  See F igure 1-1 
below . Proj ects under consideration include using w eather forecasts to optimiz e ice storage sy stems, boiler 
start-ups, and morning pre-cooling. U niversities are ex ploring the possibility  of using their central classroom 
scheduling computer to automatically  schedule HV AC, lighting, and other classroom services. 
   

  
F i g u r e  1-1- I n t e g r a t i n g  i n f o r m a t i o n  f r o m  m u l t i p l e  s y s t e m s  i n t o  a  F a c i l i t y  P o r t a l .  

 
I f B AS vendors are already  providing W eb services, w here does ASHRAE  fit in?  ASHRAE  is establishing a 
standard means of using W eb services to integrate facility  data from multiple sources. The I T w orld 
established standards for the mechanism of W eb services, but these standards say  nothing about the actual 
data being ex changed. (This is analogous to the w ay  the telecommunications industry  establishes standards 
for telephone sy stems but does not specify  w hat languages or conversations the sy stem can carry .) V endors 
can claim support for W eb services w hile mak ing as little or as much data available as they  w ish. They  can 
also use w hatever data structure they  please and can mak e it very  easy  or very  difficult to locate data in their 
sy stem.  
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E ven if every  vendor tried to create useful W eb services interfaces to their sy stem, chances are no tw o 
interfaces w ould be alik e and connecting tw o dissimilar sy stems w ould req uire hours and hours of custom 
programming. Some of the more farsighted members of our industry  foresaw  these problems, and three y ears 
ago they  used the ASHRAE  w ebsite to call for a standard information model. ASHRAE  answ ered the call, and 
began gathering input from facility  engineers, eq uipment manufacturers, government agencies, and 
universities. They  used this information to develop a standard for using W eb services in building automation 
sy stems. This standard covers the ty pes of data to be ex changed, the path used to locate the data, and 
attributes of commonly  used data obj ects such as analog inputs or binary  outputs. The services req uired to 
read or w rite values are defined, as w ell as services needed to obtain information about the available data or 
to return error messages if a service fails. The standard covers array s as w ell as scalar data, mak ing it 
particularly  useful for handling trend logs.  
B ecause this standard is designed for use w ith B uilding Automation Sy stems, it w as developed by  the 
technical committee that is in charge of standards for B uilding Automation Control netw ork s, i.e. the B ACnet 
committee. O nce approved, it w ill become an addendum to the B ACnet standard, w hich means it w ill also 
become an ANSI , CE , and I SO  standard. Naturally  the standard is compatible w ith the B ACnet protocol, but it 
is not limited to B ACnet. I ndeed, one of its most useful applications may  be to serve as a standard for 
ex changing data betw een building automation sy stems using different protocols. W eb services could be an 
ideal w ay  to mak e a “top end”  connection betw een sy stems running B ACnet, L onW ork s, MO D B U S, or any  
proprietary  protocol. E ngineers w ould not have to learn the details of each individual protocol to program the 
connections, they  w ould only  have to understand the W eb services standard. A W eb services connection 
w ould also avoid the problems w ith incompatible baud rates, w ire ty pes, proprietary  communication chips, and 
all the other issues that can come into play  w hen a gatew ay  is used to connect dissimilar protocols. (See 
F igure 2) 

 
F i g u r e  1-2 - W e b  s e r v i c e s  u s e d  t o  i n t e g r a t e  B A S  r u n n i n g  d i s s i m i l a r  p r o t o c o l s ,   

a n d  t o  c o n n e c t  t o  a  m a i n f r a m e  c o m p u t e r  o v e r  t h e  I n t e r n e t .  
Since W eb services have q uick ly  become the standard for B 2B  communications, it’ s only  natural to w onder if 
they  w ill then replace B ACnet, L onW ork s, and other protocols w ithin the B AS. That’ s not lik ely , for several 
reasons. To begin w ith, no one has developed a set of W eb services that covers all the functions needed by  a 
B AS. B roadcasts, alarms, time sy nchroniz ation, back up and restore – there are a host of B AS functions that 
simply  are not covered in the proposed W eb service standard. Certainly  such a standard could be developed, 
but it w ould in essence become one more B AS protocol fighting for acceptance in the mark etplace. I t w ould 
not be a protocol that w as w ell suited for a B AS because W eb services req uire more “overhead”  than most 
B AS controllers can provide. B y  definition, W eb services use X ML  to communicate over an I P netw ork .  
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Similarly , X ML  is a very  “verbose”  w ay  to pack age data. I t’ s designed to be human understandable, flex ible, 
and self-documented. These characteristics also mean it needs to be processed by  a pow erful computer and 
transmitted over a high-speed netw ork . This is bey ond the capabilities of the price-sensitive controllers 
ty pically  used for small HV AC eq uipment lik e V AV  box es. This may  be a temporary  limitation, as inex pensive 
microprocessors gain pow er and speed w ith each passing y ear, but since ex isting protocols lik e B ACnet are 
already  developed, are a more efficient w ay  of integrating controllers, and are open for use by  any  eq uipment 
manufacturer there is very  little incentive to sw itch these controllers to W eb services. 
W hen y ou try  to integrate w ith sy stems outside the B AS, such as the local utility  sy stem, the situation changes 
dramatically . To begin w ith, the sy stems y ou are try ing to integrate w ith are not using B ACnet, L onW ork s, or 
any  other building protocol, and the people w ho manage these sy stems have no interest in providing a special 
connection for a B AS. They  w ould much rather provide a general-purpose interface that can be used by  any  
ex ternal computer sy stem. Their sy stem is already  running on a high-end computer connected to a high-
speed I P netw ork , w hich is ex actly  the situation W eb services w ere created for. The computers and the 
netw ork s have the “horsepow er”  to handle W eb services. There w ill probably  be certain amount of custom 
link ing, if not custom programming, req uired to mak e the connections, but the self-documenting characteristics 
of X ML  simplify  the programmer’ s task . Chances are the programmer is already  familiar w ith W eb services 
from previous B 2B  integrations, w hich further simplifies the j ob. (A customer in Tex as w ho w as contracting for 
a custom interface betw een their B AS and a billing sy stem found the contractor cut their price in half w hen 
they  learned the B AS supported W eb services.) The addition of a new  ASHRAE  standard to the W eb services 
w orld promises even greater simplification, using I T technology  and the foundation of B ACnet to tak e building 
automation to the nex t level.  
R e f e r e n c e s:  
1. B SR/ASHRAE  Addendum c to ANSI /ASHRAE  Standard 135-2004 Public Review  D raft, American Society  
of Heating, Refrigerating, and Air Conditioning E ngineers (ASHRAE ), w w w .ASHRAE .org  
2. I nformation Model: The K ey  to I ntegration. Craton, E ric and Robin, D ave, AutomatedB uildings.com, J an 02 
 
There are many  other references available in the mark et for understanding the industry  back ground and 
contex t for this D I G .  More information on this topic is available on these w ebsites: 
B AC N E T W e b site :   http://w w w .bacnet.org/ 
O B I X  W e b site :   http://w w w .obix .org/ 
C AB A W e b site :  http://w w w .caba.org/index .html 
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D esc rip tion and J ustif ic ation f or BAS over IP (" BAS/IP" ) 
An ex cellent description of a B AS/I P sy stem is provided in a report prepared by  F rost &  Sullivan entitled 
“Impact Analysis of IP Protocols on Building Automation”3 .   This specific description pertains to the J ohnson 
Controls Metasy s product, the sy stem described below  in subseq uent chapters of this D I G .  
 
“N etw ork ing tech nologies h av e come a long w ay w ith  numerous enh ancements and standards ov er th e past 
tw o decades,  and h av e b ecome a part of our socioeconomic w ell-b eing.  T h e present day b uilding ow ners look  
for a compreh ensiv e solution th at w ould enab le th em to liv e w ith  th e already installed legacy systems,  in a 
more soph isticated w ay b y conv erging w ith  th e omnipresent information tech nology systems.  J oh nson 
C ontrols Inc. ,  b ased out of M ilw auk ee,  W isconsin,  seamlessly enab les th e integration of b uilding automation 
systems w ith  th e information tech nology systems,  th ank s to its X M L -b ased tech nology.  W ith  a h igh er degree 
of stress on enab ling mob ility,  J oh nson C ontrol’ s M etasys b uilding management system accounts for flex ib ility 
and scalab ility.  
Built around W eb -b ased tech nologies,  IPs and standards,  b uilding infrastructure managers can use th eir W eb  
b row ser-enab led PD As,  PC s or laptops to access,  monitor,  and control b uilding assets.  Periodic alerts and 
critical information ab out v arious ev ents can b e automatically deliv ered to mob ile ph ones,  tab let PC s,  and th e 
lik e,  w ith  ease of nav igation,  coordination,  and control ov er th e information receiv ed.  O ld b uildings th at h av e 
installed legacy b uilding automation controls from J oh nson C ontrols or oth er v endors,  can seamlessly 
emb race w ireless and W eb -b ased tech nologies using th e M etasys b uilding management system,  sav ing th e 
b uilding ow ners from unnecessary capital ex penses.  M etasys enab les integration of open b uilding automation 
protocols such  as BAC net ov er IP,  BAC net ov er M S / T P,  N 2  and L onW ork s’  L onT alk ,  facilitating a truly 
h eterogeneous netw ork  of b uilding systems.  
W ith  IPs as th e netw ork  communications medium,  serv ices such  as X M L ,  S O AP,  S N M P,  and dynamic h ost 
configuration protocol ( D H C P)  are facilitated b y M etasys serv ers and netw ork  control engines ( N C E s)  v ia 
standard W eb  b row sers.  As mentioned b efore,  since M etasys insists on mob ility and b eing unteth ered 
( w ireless tech nology) ,  ex penditures incurred due to ex tensiv e cab ling of large b uildings are considerab ly 
contained.  M etasys’  w ireless features are scalab le and flex ib le,  and th e w ireless tech nology can b e put to th e 
b est use depending on th e application req uirements.  " As w e mov e forw ard w e see th at th e IP-b ased 
communication is req uired to enab le oth er functionalities such  as th e w ireless,  and th e b enefits of th e w ireless 
in terms of mob ility,  flex ib ility far outw eigh  th e ex tra cost inv olv ed in using IP communications, "  says T erry 
H offmann,  director of mark eting,  Building M anagement S ystems,  J oh nson C ontrols Inc.   
Apart from prov iding encoding protocols and enab ling security,  structured q uery language ( S Q L )  datab ase is 
supported to facilitate data storage and retriev al.  IP netw ork  connectiv ity,  M etasys softw are user interface and 
netw ork  superv isory capab ilities are th e features of th e M etasys’  netw ork  control engine ( N C E ) ,  w h ich  enab les 
direct digital control Impact Analysis of IP Protocols on Building Automation capab ilities of its field eq uipment 
controllers.  S pecifically designed for integrating central plants and large air h andlers,  N C E  series controllers 
are a lucrativ e solution.  Buildings and enterprises w ith  already installed IT  and IP netw ork  infrastructure can 
seamlessly integrate w ith  th e N C E ,  facilitating communications ov er th e Intranet,  Internet protected b y firew all,  
w ide area netw ork  ( W AN ) ,  and th e lik e.  
W ith out th e need for separate softw are,  th e N C E  can b e accessed,  monitored,  and controlled v ia a standard 
W eb  b row ser and a netw ork  connection.  Anoth er important aspect is th at as th e system can b e connected 
ov er th e Internet,  users can access th e N C E  v ia digital sub scrib er line D S L / cab le or a normal dial-up 
connection,  prov iding th e flex ib ility of remote management.  O ne can configure,  arch iv e data,  monitor,  
manage,  and control th rough  th e W eb  b row ser,  from anyw h ere in th e w orld. ” 
 
Commercial real estate ow ner/developers are finding that convergence provides other opportunities to use the 
integrated communications netw ork  as w ell.    Audio-visual, I P television, enhanced cellular coverage, 
w ireless point of sale, building management sy stems, security  access and surveillance, help point, and car 
park ing sy stems are j ust a few  of the deploy ments possible over a converged netw ork . 
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F i g u r e  1-3 – Ty p ic a l  I n te gr a te d  C o m m un ic a tio n s N e tw o r k  D ia gr a m  

 
Some of the k ey  definitions related to an I ntegrated Communications Netw ork  specification include: 

 
C o m m un ic a tio n s n e tw o r k  
A netw ork  used to connect addressable field control devices such as outstations and unitary  controllers. 
  
C o n ve r ge n c e  
The integration of data, voice, and video solutions onto a single I nternet Protocol (I P) based netw ork .   
 
B uil d in g M a n a ge m e n t S y ste m  ( B M S )  
A B MS has at least one central database server to either include or support at least one 
permanent operator w ork station connected directly  or via a communications netw ork  to 
integrate a number of building services electronic sy stems into a common user interface. 
 
I n te r n e t P r o to c o l  C l o se d  C ir c uit Te l e V isio n  ( I P  C C TV )  
Closed circuit television using the E thernet communication netw ork . 
 
L o c a l  Ar e a  N e tw o r k  ( L AN )  
The phy sical communication netw ork  cabled throughout the site. 
 
V ir tua l  L o c a l  Ar e a  N e tw o r k  ( V L AN )  
A virtual communication netw ork  connecting devices through a virtual private netw ork . 

 
V ir tua l  P r iva te  N e tw o r k  ( V P N )  
The virtual segmentation of particular service netw ork  traffic in the communication netw ork  w ithin and off site. 
 
V o ic e  o ve r  I n te r n e t P r o to c o l  ( V o I P )  
V oice communication across the E thernet netw ork . 
 
W ir e l e ss F id e l ity  ( W iF i)  
The w ireless E thernet communication netw ork . 

 
 



 

B A S / I P  D e s i g n  I m p l e m e n t a t i o n  G u i d e   1-10  

 
D o m a in  N a m e  S y ste m  ( D N S )  
A sy stem for converting host names and domain names into I P addresses on the I nternet or on local netw ork s 
that use the TCP/I P protocol.  
 
D y n a m ic  H o st C o n f igur a tio n  P r o to c o l  ( D H C P )  
Softw are that automatically  assigns temporary  I P addresses to client stations logging onto an I P netw ork . I t 
eliminates having to manually  assign permanent " static"  I P addresses. D HCP softw are runs in servers and 
routers. 
 
S e r vic e  O r ie n te d  N e tw o r k  Ar c h ite c tur e  ( S O N A)  
A Service O riented Netw ork  Architecture SO NA is the framew ork  for enterprises to connect netw ork  services 
to applications delivering business solutions.  
 
S im p l e  N e tw o r k  M a n a ge m e n t P r o to c o l  ( S N M P )  
A w idely  used netw ork  monitoring and control protocol.  
 
S im p l e  M a il  Tr a n sf e r  P r o to c o l  ( S M TP )  
The standard e-mail protocol on the I nternet and part of the TCP/I P protocol suite, as defined by  I E TF  RF C 
2821.  
 
The business case for j ustify ing a B AS/I P sy stem is becoming increasingly  less difficult to j ustify .   
Trends in the mark etplace show  us that this traditional industry  is changing dramatically . 
Research done by  i& I  from the U K  show s that in the nex t 12 months, more I P enabled building controls 
devices w ill be produced than the ty pical proprietary  sy stems. The w ay  is paved for us to play  in this mark et, 
and Cisco intends to further drive and accelerate this trend forw ard.  See F igure 1-4.  
 

 
F i g u r e  1-4 - I n d u s t r y  C o n v e r g e n c e  T o w a r d  I P  
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T arget M ark et O p p ortunities 
I n a report prepared by  the ARC Advisory  G roup in 2005, forecasting through 2009 , the outlook  for grow th of 
B AS over I P has never look ed stronger.4 
An ex cerpt from this 134 page report analy z ing the mark et opportunity  is provided below . 
“. . As th e Building Automation S ystems ( BAS )  mark et continues to redefine itself,  suppliers are b eing forced 
into a period of transition.  BAS  h ardw are is b ecoming commoditiz ed to th e point th at v alue-added softw are 
and information management solutions are now  th e focus of attention.  W h ereas many of th e leading BAS  
suppliers’  traditional focus w as on designing h ardw are solutions to control H V AC  eq uipment,  th ey are now  
increasingly b eing ask ed to prov ide integrated solutions capab le of not only controlling,  b ut optimiz ing,  all 
aspects of b uilding automation including H V AC ,  ligh ting control,  security &  access control,  and fire alarm &  
safety.   
T h e adoption of Internet communication standards and W eb  S erv ices in th e BAS  mark et is furth er ex tending 
th e concept of smart b uildings b y including intelligent analysis of all b uilding data.  In sh arp contrast to 
traditional BAS  solutions,  th e new  req uirements for BAS  solutions include prov iding facilities managers th e 
tools to perform th e same soph isticated b usiness intelligence analysis typically reserv ed for b usiness 
applications.  R ecogniz ing th e emerging need for increasing b usiness intelligence,  more BAS  suppliers are 
focusing on prov iding th ese capab ilities.   
T h e goal is to dev elop intelligent BAS  solutions capab le of prov iding facilities managers th e ab ility to b ase 
operational decisions on real-time performance data and finally uncov er h idden costs,  and opportunities to 
sav e money,  th ough  compreh ensiv e facilities management.  Increasing demand from facilities managers,  and 
th e need for BAS  suppliers to b roaden th eir core strength s,  is creating an env ironment rife for consolidation.  
L eading BAS  suppliers are on a ruth less mark et consolidation driv e,  w h ile tier tw o BAS  suppliers are focusing 
on protecting th eir nich e mark ets.  As competition reach es new  h eigh ts,  many suppliers are seek ing cross 
domain ex pertise to remain competitiv e.  M ergers and acq uisitions as a strategy for grow th  and ex pansion are 
in fash ion in th e current env ironment.  

 
F i g u r e  1-5 - L e a d i n g  S u p p l i e r s  o f  B u i l d i n g  A u t o m a t i o n  S y s t e m s  

 
 

                                                           
4 B u i ld i n g  A u t o m a t i o n  S y s t e m s  W o r ld w i d e  O u t lo o k  - M a r k e t  A n a ly s i s  a n d  F o r e c a s t  t h r o u g h  2 0 0 9 ,  C o p y r i g h t  ©  2 0 0 5   
   A R C  A d v i s o r y  G r o u p  
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S ince th e 2 0 0 2  edition of th is report,  J oh nson C ontrols h as managed to ov ertak e S iemens as th e leading 
supplier of BAS  w orldw ide.  T w o k ey factors contrib uting to J oh nson C ontrols’  success in th e BAS  mark et 
include th e company’ s strong serv ice organiz ation and its ab ility to prov ide a complete solution for all b uilding 
automation needs.  D ev eloping a strong local footprint to serv ice customers around th e glob e h as b een a 
strong focus for J oh nson C ontrols in recent years.  H av ing created a glob al force of nearly 1 2 , 0 0 0  tech nicians,  
mech anics,  and general maintenance personnel,  J oh nson C ontrols’  can b oast of h av ing th e leading BAS  
serv ices organiz ation w orldw ide.  J oh nson C ontrols’  strong local presence and serv ice capab ilities are k ey 
factors in th e company’ s recent success,  as more facilities managers focus on ch oosing a BAS  supplier 
capab le of supporting th em on a glob al b asis.  Alth ough  S iemens h as dropped b eh ind J oh nson C ontrols for 
th e top spot in th e glob al BAS  mark et,  th e company remains a strong player,  maintaining its leadersh ip 
position in many sub categories including F ire &  S afety,  H ealth care,  and E M E A.  S iemens Building 
T ech nologies ( S BT )  is capab le of prov iding compreh ensiv e BAS  solutions including H V AC ,  energy 
management,  fire detection,  access control,  v ideo  surv eillance,  and alarm systems.  S BT  is also capab le of 
prov iding BAS  solutions tailored to numerous v ertical mark ets including L ife S ciences,  sports stadiums,  
h ospitals,  h igh -tech  corporations,  and h otels.  S BT  b eliev es its in-h ouse ex pertise of th e b usiness processes,  
uniq ue to th e v arious v ertical mark ets,  is critical to th e company’ s  success in th e BAS  mark et. ” 
 
T h e w orldw ide BAS  mark et continues to grow  at a steady rate as corporations in dev eloped countries 
continue inv esting in BAS  solutions to h elp strategically manage ex isting b uilding assets,  and companies in 
dev eloping countries continue constructing new  state-of-th e-art commercial and industrial b uildings.  F or 
companies in dev eloped regions,  strategic management of ex isting b uilding assets is one of th e b est w ays to 
increase productiv ity,  w ith  little to v irtually no operational upsets,  w h ile meeting th e company’ s goals and 
ob j ectiv es.  O n th e flip side,  corporations in Asia continue ex panding operations to meet grow ing domestic 
demand,  w h ich  req uire new  construction proj ects,  many of w h ich  are incorporating state-of-th e-art BAS  
solutions. ” 
 
To translate this opportunity  into the Total Addressable Mark et (“TAM” ) for Cisco, w e need to understand how  
the mark et opportunity  for B AS relates to Cisco hardw are and softw are. 
 
 

 
F i g u r e  1-6 – M a r k e t  S i z i n g  – I n d u s t r y  A n a l y s i s  

 
E ven the most conservative proj ections indicate a siz able mark et opportunity  for Cisco and J ohnson Controls 
w ork ing together.  
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Ap p lic ations and Servic es Sup p orted b y BAS/IP 
The implications for applications in a B AS/I P environment are numerous.  O n the surface, applications in the 
Heating, V entilation, and Air Conditioning (HV AC), E nergy  Management, L ighting, Access Control, F ire Alarm, 
and E nvironmental Monitoring are a few  opportunity  areas.  I magine if a fire occurs in a tenant’ s space.   The 
fire sy stem could immediately  signal the air flow  sy stem to close the dampers, immediately  restricting air flow . 
At the same time, it could signal the building access sy stem to release all door lock s. E levators could be 
instructed to return to the nearest floor, open and cease operating, and video cameras could be instructed to 
begin recording at specific locations. At the same time, I P phone calls could be automatically  generated to the 
fire department as w ell as to the tenants, faculty , students, and staff. This could all occur w ithin seconds, 
helping to save lives and limit property  destruction. 
 
O ptimiz ed E nergy  Consumption is another B AS/I P application getting a lot of attention due to increased 
mark et rates for pow er throughout the w orld.  W ith nearly  50%  of all energy  consumption occurring through 
the operation of buildings, B AS/I P is a mechanism to provide intelligent monitoring and management w ith 
energy  utiliz ation trending.   The ability  for a building to monitor and self-regulate energy  consumption has 
enormous potential.   As B AS/I P is integrated w ith access control and lighting through the use of sensors, 
controllers, and I P enabled devices, it is now  possible to ‘ k now ’  w hen sy stems are in demand and turn them 
off or reduce their usage w hen there is no reason to have them operational.   This behavior approach to 
resource utiliz ation optimiz es energy  consumption and results in significant operating ex pense (O PE X ) 
reductions. 
 
B AS/I P can provide personaliz ed comfort control in office or hotel spaces via I P phone touch screens for 
convenience and savings.   B y  monitoring sensors and providing personal control over small spaces, end-
users can customiz e their environment to suit their needs providing convenience and productivity  
enhancements.  The B AS/I P controls are made available over the same I P netw ork  that computers, 
telephones, a video devices use saving CAPE x  and providing O PE X  benefits.    
�

 

Solution Benef its 
B AS/I P provides us the opportunity  to dramatically  low er costs, improve services, and drive productivity  
increases on almost every  level.   B AS/I P solution benefits include the ability  to reduce both CAPE X  and 
O PE X  costs.   CAPE X  reductions include construction of few  mechanical and electrical installations, such as 
lighting, cooling, heating, fire alarm, telephone, and/or cable. Some buildings can have up to 15 separate 
sy stems. Accounting for a siz able part of this cost is that each sy stem req uires its ow n proprietary , separate 
netw ork  of w ires and cabling combined w ith proprietary  protocols for control and communications.   O PE X  
reductions include better engineering staff utiliz ation (higher value w ork  by  eliminating need to phy sically  
monitor and maintain separate sy stems), detailed monitoring and reporting of utility  usage,  optimiz ed energy  
resource utiliz ation and potential to negotiate energy  rates based on usage trends.   Many  ‘ smart buildings’  
that deploy  B AS/I P solutions report 30-60%  reductions in operating costs associated w ith this ty pe of 
integrated sy stem.   F or large, multi-building real estate developments, this can add up to hundreds of 
thousands of dollars in annual savings.   
�

D etailed E nergy  Cost Track ing – B AS/I P allow s sensors and controllers to relay  usage information in real time 
and have that information saved for future reporting and trending.   F acility  managers have the ability  to 
understand their usage patterns, use this data to negotiate service levels and rate agreements w ith their utility  
providers and proactively  manage adverse events w hen they  occurred.   I n one situation, the operations 
manager w as able to produce reports show ing ex cessive pow er surge spik es, w hich resulted in failed 
eq uipment, and w as able to pursue compensation from his utility  provider for causing the failures.   I n another 
situation, consumption data w as reconciled against utility  provider usage billing w hich resulted in $ 600,000 in 
reduced charges.   Having access to granular information provides the ability  to understand and act on more 
accurate data allow ing better business decisions to be made.    
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I mproved Productivity  F or E ngineering Staff – B y  managing by  ex ception as opposed to actively  managing all 
sy stems simultaneously , building engineers can have access to conditions and status at any  time, receive 
alerts to ex ception situations, and modify  sy stem behavior as needed before users notice and call in support 
req uests.    
 
Sustainability  and G reen B enefits – I ncreases in green house gas emissions and global w arming is seen as a 
potential threat to the ecological sy stem of our planet. G overnments and organiz ations are constantly  under 
pressure to issue norms that could curb the energy  w aste and decrease the leak age of green house gases in 
to the atmosphere.   B y  enabling B AS/I P sy stems to monitor and report eq uipment pow er status, sending 
alerts w hen eq uipment has been left on, the B AS/I P sy stem can pow er dow n unused machines.  U pgrading 
and installing V ariable F req uency  D rives (V F D s) on condenser and chilled w ater pumps provides not only  
significant K ilow att-hour (K w h) savings but a reduced carbon footprint for CO 2 emissions.   B AS/I P reporting 
can also provide a usage basis for ex panding a companies G reen initiatives into G reen Pow er Purchase 
agreements.  More companies are investing in G reen Purchase Agreements to meet their social, 
environmental, and sustainability  goals.   
 
Health &  Safety  - Central to B AS/I P applications are monitoring and reporting from many  ty pes of sensors 
including carbon diox ide and other gases, temperature (in case of fires), and humidity  (in case of flooding) to 
assure health and safety .   B AS/I P sy stems provide the capture and routing mechanisms for alerting to other 
I P-based sy stems.  I magine y our office phone w ith a broadcast alert of a fire alarm in an adj acent building or 
CO 2 alert in the break  room.   W ith the convergence of I P-based devices, real time alerting of health and 
safety  communications is now  possible. 
 

Solution F eatures 
B AS/I P allow s customers to effectively  ex ploit the ex isting infrastructure to integrate building sy stems into that 
netw ork , enabling remote access, management and distributed control.  B AS/I P integration allow s building 
ow ners to minimiz e life/safety  situations in a building. I n addition,  
O w ners and facility  operators have a built in incentive to implement B AS/I P to enable insurance cost 
reductions due better management of life/safety  sy stems. 
 
 
The below  list summariz es many  of the ex pected features of a modern B AS/I P solution. 
• U L -864 program certified to govern fire and smok e operations in commercial buildings 
• U U K L  program certified - The smok e abatement certification, U U K L , is an adj unct function of the fire 

sy stem that automatically  or manually  purges the fire and directs smok e safely  out the building by  
ex hausting smok e from affected areas w hile simultaneously  shutting dow n adj acent dampers and 
therefore the ox y gen supplies. 

• Sufficient integration to allow  automatic evacuation sy stemic operation to be activated as part of  the 
F ire/Smok e Control application or may  be activated for other reasons such as terrorist threats   

• I ntegrated HV AC sy stems w hich determine the earliest possible time it can shut dow n heating/cooling 
y et still control the set points to meet the req uisite parameters  

• I ntegrated L ighting w hich determines w hen lights can be ex tinguished as soon as they  are no longer 
needed   

• I P Telephone interface that allow s occupancy  sensors in meeting rooms and any  late w ork ers to 
override the normal HV AC and lighting schedules simply  by  dialing into the sy stem and specify ing 
their locale 

• E nergy  integration to modulate or shutoff large eq uipment temporarily  w ithout affecting environment 
comfort.   F MS sy stem w ill constantly  monitor real-time energy  usage and automatically  turn unneeded 
eq uipment off (or reduce the control set point) 
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• Access, monitoring, and control via standard w eb brow ser for Netw ork  Control E ngine (NCE ) devices.  
Ability  to configure, archive data, monitor, manage, and control through the W eb brow ser, from any w here 
in the w orld 

• Ability  for building managers to use their W eb brow ser-enabled PD As, PCs or laptops to access, monitor, 
and control building assets  

• Ability  for Periodic alerts and critical information about various events can be automatically  delivered to 
mobile phones, tablet PCs, and the lik e, w ith ease of navigation, coordination, and control over the 
information received 

• Sy stem enabled integration of open building automation protocols such as B ACnet over I P, B ACnet over 
MS/TP, N2 and L onW ork s’  L onTalk , facilitating a truly  heterogeneous netw ork  of building sy stems 

• U se of advanced w eb services such as X ML , SO AP, SNMP, and dy namic host configuration protocol 
(D HCP) to allow  integration to servers and netw ork  control engines (NCE s) via standard W eb brow sers.  

• U se of W eb services used to automate commissioning tests, calculate and compare energy  use by  similar 
facilities, and to create “virtual thermostats”  that give users control over their office environments.  

• Reliance on mobility  and being untethered (w ireless technology ) so ex penditures incurred due to 
ex tensive cabling of large buildings are considerably  contained.  W ireless features are scalable and 
flex ible and should be leveraged appropriately .   

• U se of W eb services to create interactive w eb pages, integrating utility  consumption, maintenance 
management, cost accounting, record draw ings, and other facility  sy stems into a “facilities portal,”  a single 
user interface that can be used to access all of these sy stems. 

• A netw ork  control engine w ith intuitive softw are user interface w ith netw ork  supervisory  capabilities to 
enable direct digital control I mpact Analy sis on B uilding Automation capabilities of field eq uipment 
controllers.  

• The B AS/I P is specifically  designed for integrating central plants and large air handlersAn enterprise 
campus architecture incorporating a Netw ork  security  design based on the Cisco Self-D efending Netw ork , 
an I P-based communications schema, Mobility  and w ireless L AN services 

• B AS/I P security  to prevent pack et sniffing, I P spoofing, D istributed D enial of service, Netw ork  
Reconnaissance, unauthoriz ed access, virus and Troj an horse applications and passw ord attack s 

• Ability  to assign and track  multiple levels of access for various ty pes of users 
• Support for multiple media ty pes including E thernet (802.3 and I P), E I A-485, Arcnet, L O N and RS-232 

and Z igB ee w ireless mesh 
• Sensors, actuators, area controllers, z one controllers, and building controllers all utili z e the B ACnet 

protocol.    The B ACnet (B uilding Automation Control Netw ork ) is an I SO  w orld-w ide Standard 
protocol designed to max imiz e interoperability  across many  products, sy stems and vendors in 
commercial buildings.   

• Compliance w ith M asterF ormat ™ , the leading standard for organiz ing nonresidential construction 
specifications, for numbers and subj ect titles for organiz ing information about construction w ork  results, 
req uirements, products, and activities into a standard seq uence 

• Compliance w ith I SO  16484-2:2004 specifies the req uirements for the hardw are to perform the task s 
w ithin a building automation and control sy stem (B ACS) w hich provides the terms, definitions and 
abbreviations for the understanding devices for management functions, operator stations and other 
human sy stem interface devices.   

• Compliance w ith ASHRAE , a standard means of using W eb services to integrate facility  data from multiple 
sources using X ML  to communicate over an I P netw ork . 

• Compliance w ith Construction Specifications I nstitute (CSI ), and sister organiz ation Construction 
Specifications Canada (CSC) 
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Chapter 2  S olu ti on A r c h i tec tu r e 

O verview  
This chapter provides an overview  of the F acility  Management Netw ork ing (F MN) solution architecture, as 
a means to describe the various sy stems, components, and their relation to each other to give contex t to 
the netw ork ing function and technical req uirements. F MN is an architecture that provides netw ork  and 
security  services to the devices, eq uipment, and applications found in F acility  Management Sy stems 
(F MS) as integrated into the w ider enterprise netw ork .  The netw ork ing req uirements of a real-time 
mission critical facility  management sy stem often differ from a ty pical I T netw ork . This solution architecture 
overview  provides the back ground and description of a facility  management netw ork  model and highlights 
the differences betw een the F MN architecture and the I T netw ork . 
Reuse is an obj ective of any  architecture, w hich is the case w ith the F MN solution architecture. F acility  
Management Sy stems are deploy ed in a large variety  of commercial facilities, such as universities;  
hospitals;  government facilities;  K -12;  pharmaceutical manufacturing facilities;  and single-tenant or multi-
tenant office buildings. F acility  Management sy stems are deploy ed in a w ide variety  of commercial building 
topologies, including single buildings, multi-building single site environments such as university  campuses 
and w idely  dispersed multi-building multi-site environments such as franchise operations.  These buildings 
range in siz e from 100K  sq ft structures (5 story  office buildings), to 1M sq ft sk y scrapers (110 story  Shanghai 
W orld F inancial Center) to complex  government facilities (Pentagon). The F MN architecture is meant to be 
the model to be used in all these ty pes of environments, but clearly  it must be tailored to the building 
class, building tenant and vertical mark et being served. 
The follow ing sections describe the F MS sy stem from the low est lay er to the highest lay ers in the 
hierarchy .  E ach section describes the basic functionality  of the lay er, its netw ork ing model, pow er 
req uirements and a brief description of the communication req uirements.  The entire section references 
the block  diagram noted in F igure 2.1a.  This figure notes that there are 5 maj or subsy stems comprised in 
an F MS.  These subsy stems all have lay ered solutions starting at the sensor lay er and moving upw ard in 
complex ity  to the enterprise.  W hile these five subsy stems are common to most facilities, they  are by  no 
means the ex haustive list - a chemical facility  may  req uire a complete fume hood management sy stem;  a 
manufacturing facility  may  req uire interfacing to the PL C subsy stem;  or a multi-tenant facility  might 
req uire a comprehensive pow er management subsy stem.  The obj ective in the overall design of the J CI  
Metasy s sy stem is to integrate all common functions into the sy stem y et allow  max imum flex ibility  to 
modify  these sy stems and add other sy stems as dictated by  the j ob by  the J CI  field engineers.  

 
 
 
 
 
 
 
 
 



�

� � � ��� �� 	 
 �� 
 ��� � �	 � 	 
 � � ��� 
 �� � �� 	 � �� � � �

* 
 � ���
 � �( 
 � 
 � � � � � 
 �, � %� � � � � � �( � � � ��
�

� � � �� � � � �� 	 
� � ��
 � � � � � � � � 
� � �

� � �� 	 � � � � �
 	 � ��� � ��� �� � � � � ��� �
 	 � �	 � � � � ! �� � � �� � � �� � @� �� � � � 	 �� �� ��
 ��
 � �
��� �� 
 	 
 � � � � 	 ��� � � �� � ��	 �
 �
� � � � � � � �
 
�� � �
� �	 � ���� �� �� � �� � �� � � � �
 ��� 
 � �  � � ! ��� �� � � � � �� � ��� � �� 
 � �� ��� 	 � ��� 	 � �
 	 � �� � � � � � ���� 	 �� ���� � �
� � � �� � ��+�5* � ��� �
 �� � � �F� 	 �
 

� �

 � � � � � �� � � �� � �� ��� � 	 � � � � �
 	 � �� � 	 �� � 

� � � ���+� � ���� 	 
 

� ��
 	 �5* � �� 
 � �
 
� � �� � �
� �� �� � � �� � � ��� 
 

� �
 � � � � � �
 
�! � ��� � ��� ���� � � 	 ��� � �
� �	 � �� � � � � � �� � � �
 � �	 � �� � ��	 �5�� � � � �1/$
 ��

�

�
�

� �� � � � �� 	 � 
 �� + � �� � � � � �� � 
 ��. � � 
 �� � �

�

* � � � �� ���� � �� 
 ! � � � �� ��
 �5* � ��� �� � ��� 	 
 
��� �� � � ��� 
 	 ��� � �� � 	 � � � � �
 	 � �
 � �� 
 �� � � �

 � � � � ��
 

�� � � � � �

 � � � � �
� 
 � � �� �
 	 � 
 
� 	 � ��� 	 � ��� 	 
 
��� ���� � � � � �� � � �� � � �� 
 	 �� � ��� 	 
 

� �� � ��� �� � � � � ��� � � �� � � ��� ��� � � �
 �� � � � �
� � 	 � � � �� ��� 
 

� �� � � � � ��� � � �� � ���� � � �� � � �� � � � �� 
 	 �� � � �� � �� �  �� � � � �� ���� �� �� � � ��� 
 
�S� �
� P�� � � � 
� �� � �
�	 �� � � 
 �� � ��� �� � � �� � � ��� � �	 � � � � � �
 � � 
�� 
 ��� 	 � ��� �	 ��� � ��
 � �
��� ���� � �� �
 � � � � 
 � � �
 
� � �� � � � �� � � �� C� � 

� 	 ��
�
 � 
���� 
� � 
 	 � � �� �	 � � �� 
 � � �	 � � � ��� �� � � �� 	 � � ��� �� � � � 
 �� ��	 �
 	 ��	 � � � � 	 � � 	 ��� � � � ������ � �� �� � � � �

 � � � � �
 � � �
� 	 
 � 
 �

 � 
� ��

�

+ � �� � � �� �� � ��	 �5�� � � � �1�$
 ��= � 
 ��	 � ��4 � 	 ��

 ��� 	 �
 	 � �+ �� �� � 	 � ���� 	 �	 � �9= 4+� <A�5�� � A�� � � � � ��� �
 	 � �6�� � ��	 � �

 � � �� � � � � 	 � 	 �� ��� 
 ��� 
 	 �� � ��� �� � � � � ��� � � �� � � ��	 �� �
 �� � � � � �� � �� � ��� ��
 

�� 	 � � � � 
 � � �	 � �
 � � 
�� 
 ��� 	 � �
�
 �
� � � � ��� ��� � �� � � �� � � �P� � � �� ���� � � ��� � �� � 	 �� � 
��� �
 	 �� � � � � �	 � �
 � � 
�� 
 ��� 	 �� � � 
 �	 �� � � � 
 
� 	 ���	 ��� � �
� � � � � � 
 	 �� 
 � ! � ����� � � � � �� 
 L� � �� � � � � � �� � � �
 � � �� � 	 	 � � �� � �
� � �� 
 

� ��� � � � � � �
 � � 
�� 
 ��� 	 �� � �� 
 � � �� 
 

� � �
" � �
� �	 � �+ � � 
�� 
 ��� 	 � ���� � �� �� � � �F� 	 �
 
�� �
 � ! ��� 

�  � ��� � �� � � ��� 
 
�� �
 � ! �� � � �� 	 ��	 ��� 
 ��� 
 � � �� �
� ��� �� � ��� 	 
 
���
� � � �� � � �� � � � �� 
 	 ��	 �� � � 
 �� �
 

��� � �� � � � � � �� � � �
 ��� 	 � � �� � �
 � � ��� � � �
 � ��� � ��
 � �
��� �� � �� � � � � ��	 � �� �� �
 �� � ����


